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ISPmail tutorial for Debian Squeeze
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This tutorial is for the former stable version "Debian Squeeze". You are likely using newer Debian releases so please choose the right
tutorial for your Debian installation.

What this tutorial is *NOT* about

If you just need a no-cost mail server quickly and don't care about the technical mumbo-jumbo then this is the wrong place for you. There are ready
solutions like iRedMail if you are in a hurry. Don't expect to learn much though if you chose the dark side. | personally recommend you understand

what you are doing - that's what the ISPmail tutorials are for. Experience from giving support in the #postfix channel on IRC shows that most hobby
sysadmins fail because some detail in a complex setup goes wrong and they have no idea how to track it down. Actually | have a feeling that other
projects use the ISPmail tutorials to get started, too. :)

What this tutorial is about

You are interested in learning all the basics about running your own mail server using Debian Squeeze? Be my guest. All you need is a computer
running Debian (Squeeze) and an internet connection. This tutorial explains step-by-step how to set up such a server and give you lots of
background information in the process. Depending on the internet connection and server hardware you will be able to run a reliable mail service for
thousands of domains and users.

Soon you will be proud operator of a mail server that can:

receive and store email for your users from other mail servers on the internet

let your users retrieve the email through IMAP and POP3 - even using SSL-encrypted connections
receive and forward ("relay") email for your users using SMTP authentication

offer a webmail interface to read emails in a web browser

detect most spam emails and filter them out or tag them

License/Copyright

This tutorial is copyrighted 2011 Christoph Haas (email@christoph-haas.de). It can be used freely under the terms of the GNU General Public
License. Don't forget to refer to this URL when using it. Thank you.

Things you will need

The server setup described here is totally standard work for a professional system administrator. Depending on your level of knowledge and
experience you may walk through this document easily or curse the author and fail miserably. You will need to know or learn about different topics
regarding basic system administration tasks, DNS, SMTP, MySQL and POP3/IMAP. What you will need:

« A computer to run Debian on (e.g. a dedicated server)

« A Debian installation medium (I prefer a Debian netinstall CD)

« An internet connection

« |f your internet connection has a dynamic IP address then you will need an SMTP relay (most decent ISPs offer that) because you usually
can't send out emails directly to other mail servers.

An internet domain and control over its MX record

« Control over your firewall (if you have one) to open the needed ports for SMTP, IMAP and POP3.

« 1-8 hours of time depending on your knowledge.

About this tutorial

Many years ago | wanted to turn my Debian server into a mail server with virus scanning, spam detection, email forwarding, POP3 and IMAP
access and a webmail service. All the components were available but it took a while until they worked properly together. So | summed up my desk
full of scrawly notes into a tutorial that has become pretty famous. According to my web server statistics it's still the most frequently read article at
workaround.org.

This document is not a simple copy-and-paste tutorial where you just copy the commands from the web site and run it on your server. Instead it will
make you understand the different components that you are setting up. In the end you will be skilled enough to debug problems yourself. If you feel
you need help with your setup then try the hints in the Troubleshooting section or ask on the mailing list. Unlike many other Postfix tutorials on the
internet this is already the sixth edition. Writing this tutorial took a lot of work so these are not just quick draft notes thrown together but a consistent
document guiding you.

The whole tutorial is split into several chapters. Please use the links on the right side or below to navigate through the tutorial. If you prefer all
content on a single page (e.g. for printing the tutorial) then use the "printer-friendly" link below. You are also invited to comment on the pages - just
click on the "Add new comment" link at the bottom.

If you like the tutorial then a tiny donation is appreciated to run the servers and pay for the internet connection.

Big picture

e Add new comment
e 126269 reads

The Software we will use

The configuration described here uses these software components (the versions are Debian Squeeze's default versions):
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Postfix (2.7.1) for receiving incoming emails from the internet and doing basic checks

Dovecot (1.2.15) to store emails on hard disk and allow users to access their emails using POP3 and IMAP
Roundcube (0.3.1) as a webmail interface so users can read their emails using a web browser

MySQL (5.1.49) as the database backend storing information about domains, user accounts and email forwardings
AMaViS (2.6.4) for content scanning incoming emails using ClamAV and SpamAssassin

Clam Antivirus (0.97) for virus checking

SpamAssassin (3.3.1) for spam checking

The wonderous ways of an Email

Before going into the details let's see the big picture:
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1. An email is sent to your server via the SMTP protocol on TCP port 25. Postfix accepts the connection, reads the email and does some basic
checks. Is the sender blacklisted on a realtime blacklist? Is the email from an authenticated user so we bypass relay checks? Or is the
recipient of the email a valid user on our system? If we don't trust the remote system yet we apply greylisting. At this stage Postfix can reject
the email or accept it.

2. Postfix forwards the email via the SMTP protocol on the TCP port 10024 to AMaViS for content checking. Notice that at this stage the email
can't be rejected any more. So AMaVis can either accept it or throw it away. Commonly AMaViS is configured to add a certain email header
so the user can see that AMaViS thinks it is spam.

3. AMaViS lets SpamAssassin check the email for spam. SpamAssassin will be taught which emails are spam to increase its detection
accuracy.

4. AMaViS also runs the email through ClamAYV to see if it contains any viruses.

5. After these checks AMaViS returns the email to the Postfix process but on TCP port 10025. Postfix is configured to trust emails sent to this
port so further content checks are skipped.

6. Postfix forwards the email to Dovecot. Dovecot can optionally apply per-user filters so that emails can be stored in certain email folders
automatically if desired.

7. Dovecot writes the email to the hard disk in maildir format.

8. The user's email client can now fetch the new emails from Dovecot using the POP3 or IMAP protocol.

Migrating from the Lenny tutorial

e Add new comment
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The ISPmail tutorial is maintained since 2002. You may have followed former versions of the tutorial and now want to know how to upgrade your

mail server to Squeeze properly. It is hard to provide exact instructions on what steps to go through. Here are some general hints:
Upgrade the operating system
First you should read the Debian Squeeze release notes before attempting to upgrade your system from Lenny to Squeeze.
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Changing the Dovecot configuration

Squeeze uses a newer version of the Dovecot software. In the new version the "cmusieve" plugin has been renamed to "sieve" and needs to be
renamed in the /etc/dovecot/dovecot.conf. Please consult /usr/share/doc/dovecot-common/README.Debian after upgrading Dovecot.

Roundcube instead of Squirrelmail (optional)

You can continue to use Squirrelmail as a webmail user interface. RoundCube is just a more modern interface so if you prefer something more
fancy then you may want to read the page on using RoundCube.

Virtual Domains

e Add new comment
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Postfix distinguishes between three kinds of domains. This is a very important concept that you need to understand. Probably half of the support
request of desperate readers is caused by misunderstandings here. This page is just for learning - there is nothing to be done on your server yet.
See also the documentation on virtual domains on the Postfix website.

Local domains

Postfix is the software component that speaks SMTP and sends and receives emails from the internet. Typically Postfix knows about local
domains and local users. A local user is just a normal system user - one that is listed in the /etc/passwd file. This means that all system users will
get emails for any local domain. The "mydestination" configuration setting lists all local domains. Example:

mydestination = example.org, example.com, example.net
Let's say you created a system user "johndoe" (e.g. using the "adduser" command). This simple setup will make Postfix receive emails for

* johndoe@example.org
* johndoe@example.com
« johndoe@example.net

You can't make johndoe's account just work in one domain. So this is not feasible for different users in different domains. Neither will it work well
with many users as you had to create system accounts for each of them. Is it still a good idea to set up at least one local domain in case of
configuration or operation problems with other types of domains. If you don't feel creative then "mydestination = localhost" is a safe choice. Postfix
automatically receives emails for these users and saves them under /var/mail/USERNAME.

Virtual mailbox domains

This type of domains is the most important type in this tutorial. A virtual mailbox domain is also a domain used to receive email. But you do not use
system users (/etc/passwd) to specify valid email addresses in that domain. Instead you explicitly tell Postfix which addresses are valid in a domain.
A simple way to configure such domains and users is using text files. Consider the following mapping of recipient email addresses to mailboxes on
the disk:

Virtual user Virtual mailbox location on disk

john@example.org | /var/mail/example.org/john/Maildir

jack@example.org | /var/mail/example.org/jack/Maildir

jack@example.com | /var/mail/example.com/jack/Maildir

You have two domains: foo.org and bar.org. So first you will have to tell Postfix about these domains. This is done by setting
virtual_mailbox_domains = example.org example.com

in your Postfix configuration. Next you need to tell Postfix which email addresses you are ready to receive email for and where to store the received
emails on disk. The respective text file could be stored in /etc/postfix/virtual_mailbox_users and would look like this:

john@example.org /var/vmail/example.org/john/Maildir
jack@example.org /var/vmail/lexample.org/jack/Maildir
jack@example.com /var/vmail/example.com/jack/Maildir

As you can see the valid email addresses are specified in the left column. And the place on disk where the emails for each recipient address are
stored is specified in the right column. In most Postfix literature you may also find the acronym LHS for "left hand side" - this means the left column.
Equally the RHS is the "right hand side" - the right column. Such a table with two columns is also called a mapping or hash table.

In the above example | have just hardcoded the virtual domains in the Postfix configuration file ("virtual_mailbox_domains = example.org
example.com"). Obviously with many domains this is not feasable any more. So you can also use a mapping file to configure the domains. Let's
assume you saved it to /etc/postfix/virtual_mailbox_domains and it looked like this:

example.org OK
example.com OK

You may wonder why we can't just list the domains one-per-line in this file. The reason is that a mapping file always has two columns. In such a
"one-dimensional" mapping (list of domains) Postfix does not care about your second column. It does not even have to be "OK" - it can be any
string.

If you decided that such text files are okay for you then you will still have to compile these files by running the "postmap" command on them.
Example:

postmap /etc/postfix/virtual_mailbox_domains
postmap /etc/postfix/virtual_mailbox_users
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postmap will create create additional files based on the above file names but with a “.db" suffix. Postfix will not do that automatically - this is a
common caveat. And it will only obey the *.db files. So do not forget to run postmap after you changed a mapping file. To make these mappings
known to Postfix you would add these lines to your main.cf configuration file:

virtual_mailbox_domains = hash:/etc/postfix/virtual_mailbox_domains
virtual_mailbox_maps = hash:/etc/postfix/virtual_mailbox_users

Now you have the tools you need to set up thousands of domains and email accounts in two text files. That's nice. But actually | promised that we
will store such data in a MySQL database. Fortunately this is not much harder than using the above text files. Remember: a mapping is simply a
way to assign one value to another . So all you have to do is tell Postfix how to access the two columns of a mapping from a database table. This is
done using ".cf' configuration files (see also http://www.postfix.ora/MYSQL_README .html or run "man 5 mysql_table" in the shell).

Example virtual_mailbox_maps.cf file:
# Information on how to connect to your MySQL server
user = someone
password = some_password
hosts = 127.0.0.1

# The database name on the MySQL server
dbname = mailserver

# The SQL query string
query = SELECT mailbox_path FROM virtual_users WHERE email_address='%s'

Imagine that you have a database table for virtual users with two columns. The left-hand side is the "email_address" column in that table. And the
right-hand side is the "mailbox_path" column in that table. So this SQL query gets the right-hand side (mailbox path) for a given email address
(email_address). The "%s" is the placeholder for the left-hand side and is filled by Postfix on every lookup.
Note that a lookup here must only return just one row from the database. Postfix must uniquely know where the mailbox path for a given user is.
There are other mappings though where it's allowed to have multiple right-hand side items for one left-hand side item - for example in virtual aliases
as shown in the next section.
To use the above configuration file you have to configure it in Postfix's main.cf file:

virtual_mailbox_maps = mysql:virtual_mailbox_maps.cf

If later you find that this mapping is not doing what you intended then the "postmap -q" command can be used to ask Postfix what the right-hand
side value for a given left-side value would be. Say that you are interested in the mailbox_path for the email_address "john@foo.org":

postmap -q john@example.org mysql:virtual_mailbox_maps.cf
Postfix will then run the above SQL query with your "john@example.org" argument:

SELECT mailbox_path FROM virtual_users WHERE email_address='john@example.org'
The result should be:

/var/mail/lexample.org/john/Maildir

(Note: In this tutorial we will not let Postfix deliver the email directly. Rather it hands over incoming email to Dovecot. So we won't use the above
virtual_mailbox_maps in this tutorial. It is still important to understand how Postfix deals with virtual users.)

Virtual alias domains

Virtual alias domains are used for forwarding email from an email address to one or more other email addresses. Virtual alias domains can't receive
email though. They only forward mail somewhere else. The virtual_alias_maps mapping contains forwardings (source, destination) of users or
domains to other email addresses or entire domains. Incidentally virtual_alias_maps are obeyed for any received email. So in most cases you do
not really need virtual alias domains as you can declare all domains as virtual mailbox domains and use virtual alias maps for forwarding purposes.
Technically defining a domain as a virtual alias domain makes Postfix accept email for that domain but you still need an entry in the
virtual_alias_maps mapping to tell Postfix where to forward the email.

A note on the virtual_alias_maps: they can return multiple right-hand side destinations (to forward to) for one left-hand side source (the original
recipient). You can use that to forward an email to several recipients and to control whether you want to keep a copy.

Example 1: forward all email for john@example.org to jeff@example.com
john@example.org jeff@example.com

This one is simple. You have the source (john@example.org) and the destination (jeff@example.com) or the forwarding. John will never see the
email.

Example 2: forward all email for john@example.org to jeff@example.com but also receive a copy

john@example.org john@example.org
john@example.org jeff@example.com

This is a bit trickier. If Postfix queries this mapping for john@foo.org it will get two results. (Postfix is smart enough not to create a loop but to
understand that you want to get a copy of the emaill.) This is the same as one row with the recipients seperated by commas:

john@example.org john@example.org, jeff@example.com
Example 3: forward all email for any domain in the example.org domain to joe@example.com
@example.org joe@example.com

This is called a catch-all alias. It will accept email for any user in the example.org domain and forward it to joe@example.com. If jill@example.org
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would not be an explicitly defined virtual user then her email would be caught by the catch-all alias and forwarded to joe@baz.org.

Beware: Catch-all aliases catch spam. Lots of spam. They may look comfortable because they forward all email to one person without the need for
creating aliases. But spammers often try to guess email addresses at a known domain. And with a catch-all alias you will receive spam for any of
those guessed email addresses. Try to avoid them and rather define the existing email addresses. Even if it seems to be more work.

Installing Debian

e Add new comment
e 43554 reads

If you already have a server with Debian on it and cannot or don't want to reinstall then feel free to skip this page. This may be the case if you are
using a (virtual) root server from a hosting company or you do not have console access.

Dimensioning the server

So you can choose the actual server yourself? Great. This gives you the choice on the hardware, the disk partitioning scheme and choice of file
systems. As a general guideline a decent mail server should have at least 2 GB of RAM and lots of disk space living on a hardware-based RAID
controller. Users will collect a lot of mails with a lot of useless attachments. And don't expect them to clean up their inbox - especially when offering
IMAP. Project 5 GB of mailbox space per user. Regarding the CPU load there is mainly spam and virus scanning that needs raw computing power.
A common server will handle dozens of emails per second without spam checking. If you don't need spam checking or just get smaller amounts of
email then even an old desktop PC will do well.

Basic installation and Partitioning

It's rumoured that even a chicken can install Debian if you just put enough grains on the enter key. And that depicts pretty much how easy it is to
install Debian. Insert your boot medium and start the installation. Even if your native language is not english | still suggest you choose english as a
system language. If later you have trouble with the server you will more likely find help when google'ing for english error messages.

Next | recommend that you take a little time though when it comes to partitioning your disk. When the installation asks how to partition choose
"Manual". Throughout this tutorial you will store your users' emails in the /var/vmail partition and will hold the most files which also sum up to a lot of
used space. The MySQL database will live in /var/lib/mysql. Log files will live in /var/log.

So my recommendation is:

/ (10 GB, ext4)

/boot (500 MB - don't forget to mark it as "bootable", ext3)
Ivar (5 GB, ext4)

/var/vmail (the more the better, ext4)

/tmp (1 GB, ext4, optional but recommended)

swap (1 GB)

The file system can also be ext3, XFS or ReiserFS if you like. Choosing the right file system is a religious issue. XFS is almost always a safe choice
for servers but in some conditions may become very slow. ext3 is okay if you don't want to reformat your /var/vmail partition but the file system
check after a reboot can take hours. ReiserFS is also a decent choice but the future of the file system is not entirely clear.

If at all possible choose to use the logical volume manager (LVM) which gives you great flexibility about growing or (depending on the file system
you chose) shrinking partitions or even making consistent backups using the snaphot feature. If you haven't dealt with LVM yet then don't fear it.
Even if you have never used LVM you will quickly learn how it works and will never again want to install a server without it. (Unfortunately the article
| once wrote about it has gone. But rest assured that | will redo it.)

Installation wallpaper

If you are unsure how the installation procedure would look like (or you don't have a chicken handy) then feel free to follow this set of screenshots
documenting the installation.

Installation screenshot wallpaper

e Add new comment
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This wallpaper documents a Debian Squeeze installation with partitioning the system using the logical volume manager (LVM).
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1 [11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed sustem.

Language:

C No localization
Albanian Shgip
Arabic arse
ASturian ASTUrianu
Basgue Euskara
Belarusian Eenapycran
Bosnian Bosansk i
Bulgarian

Catalan

Chinese (Simplif led)

Chinese (Traditional)

Croatian Hrvatski
Czech testina
Danish Dansk
Dutch Neder lands

Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Frangais
Galician Galego
German Deutsch
EXATWLER

<60 Back>
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[11] Select wour location |

The selected location will be used to set wour time zone and also for example to help
select the system locale. Normally this should be the country where you Live.

This is a shortlist of locations based on the language you selected. Choose “other" if
your location is not listed.

Country, territory or area:

Ant igua and Barbuda
Australia
Botswana
Canada

Hong Kong
India
Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa

United States
Zimbabuwe
ather

<Go Back:
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[!] select a keyboard layout

Keumap to use:

Greek

Hebrew
Hungarian
Icelandic
Italian
Japanese
Kirghiz

Latin American
Latwian
Lithuanian
Macedon ian
Morwegian
Folish
Fortuguese
Foman ian
Russian
Serbian (Cyrillic)
Slovakian

Suiss French
Swiss German

Thai
Turkish (F lauout)

<60 Back>
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1 Loading additional components |
41%

Retrieving partman-basicfilesustems
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1 [t] Configure the network |
Flease enter the hostname for this sustem.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If gou are setting
up your own home network, you can make something up here.

Hostname:

<GB0 Backs <Continue>
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1 [!!] Set up users and passwords |
¥ou need to set 2 password for 'root’, the system administrptive account. A malicious or
unqualified user with root access can have disastrous resul¥s, so wou should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

& good password will contain & mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to
become root using the “sudo™ command.

Note that you will not be able to see the password as you tuype it.

Root password:

<Go Back: <Cont inue>
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1 [!!] Set up users and passwords |

A user account will be created for you to use Instead of the root account for
non-administrative activitles.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displaus or uses
the user's real name. Your full name is & reasonable choice.

Full name for the new user:

<Go Back: <Continue>
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1 Loading additional components |

Retrieving partmen-crypto
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[!] Partition disks |
The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set ui encr'iiteﬁ LM

<Go Back:
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1 [11] Partition disks |
This 1= an overview of your currently conflgured partitions and mounmt points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Undo changes to partitions
Finish partitioning and write changes to disk

<60 Back>
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1 [11] Partition disks |

You have selected an entire device to ppptition. If you proceed with creating a new
partition table on the device, then all*turrent partitions will be removed.

Note that you will be able to undo this operation later if you wish.
Create new empty partition table on this device?
<G0 Back»
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